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(57) Abstract 

PROBLEM TO BE SOLVED: To control access as against 
a user at each protocol by receiving a print instruction 
from the plural protocols. 

SOLUTION: When an operation concerning a print 
processing is indicated, the identification(iD) of a 
user is prepared by a user information generating means 
1 and the operation is transmitted by the user name with 
ID. A propriety inquiry judging means 5 executes 
collation with the security policy of a support 
authentication level storage means 4. judges the 
necessity of propriety recognition in ID and requests 
the recognition to a user recognizing means 6 at the 
time of necessity. The user recognizing means 6 
recognizes the user corresponding to an authentication 
level. An authenticating means 3 re-recognizes ID at the 
high level, user authentication by the authentication 
mechanism of client environment Is used in the middle 
level and the user name used by the user Is trusted In 
the low level. An operation control means 7 judges the 
permission of the operation as against the recognized 
user. 
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